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A B S T R A C T

Most European biomedical research projects are about data. Research with tissue is about

data as well; data will accompany the tissue, and data will be derived from analysing the

tissue. Data can be merged with data from various sources, copied and re-analysed in

the context of European projects. Privacy enhancing technologies (PET) should be used

for transferring data from participating centres to the level where data are being merged.

PET provide coding techniques which allow donors to be anonymised and still uniquely dis-

cernable. It is defended that under certain conditions two-way coded data can be consid-

ered as anonymous data in the sense of the European Data Protection Directive.

Divergent interpretations of this Directive and mos t of all about the concept of coded-

anonymised data is one of the main obstacles to observational research in Europe. The

Data Protection Authorities will have to relax the extremely high threshold before data can-

not be considered personal data anymore. Arguments are given for such relaxation. Besides

the logic and logistics of data transfer in European projects, it is also about trust and a real-

istic risk assessment. In spite of the massive dataflow in European research projects no

breach of confidentiality has ever been reported. The ethical rationale of such projects

can be based on the principles of citizenship and solidarity provided that certain safe-

guards are met by which that research will remain observational.

However, if the project does not preclude individual feed-back on the outcomes of

research, as in theory would be possible with two-way coded tissue, that tissue cannot

be considered anonymous. It is argued that in most tissuebanking projects individual

feed-back should be excluded. Tissuebanking for research should not turn into medical

screening without applying the established criteria for screening to it. If individual feed-

back is not foreseen, two-way tissue should be considered anonymous, under the same

conditions as two-way coded data.

Good research governance is proposed as the way forward in the longer run. Good

research governance is about a fair balance between the interests of all stakeholders. It

should make the basic principles transparent on which observational research projects

are based in line with European solidarity-based healthcare systems. It should encompass

principles on how the general results of research will be disseminated, ‘conflict of interests’

policies, how the issues of intellectual property rights are dealt with, how the confidential-

ity of personal data of donors is maintained, etc. This should not become an extra bureau-

cratic layer. A good research governance framework should not establish rules but

principles which provide enough flexibility for the specifics of a project, according to the

‘comply or explain’ principle. Such research governance should be developed bottom-up,
hed by Elsevier Ltd.
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by researchers together with the most interested stakeholders, patient organisations.

Patients as ‘biosocial citizens’ are the natural allies of researchers against the ‘paternalistic

attitudes’ of some ethicists and regulators.

� 2008 Published by Elsevier Ltd.
1. Introduction

Cancer research often means international cooperation. For

rare cancers it would be impossible to include enough pa-

tients in a trial without such cooperation. But also for more

common cancers only large databases can contribute to the

understanding of why certain patients fall ill and others do

not, even though they carry the same risk factor such as the

brca1 or brca2 gene.1 It is commonly understood by now that

the earlier results of research on tissue based on small

amounts of samples contained many false positive correla-

tions.2 Modern techniques therefore reinforce the inherent

trend by researchers to cooperate across national borders.

The coffers of the European framework programmes (FPs)

are another incentive of course.

All medical research takes places within a regulatory

framework. This framework can already be quite complicated

on a national level; different layers of national and interna-

tional rules when cooperating across borders may complicate

research even more.3 Here, I will discuss some of these com-

plications and suggest solutions for European research pro-

jects with data and tissue. Since Directive 2001/20/EC and its

implementation in national legislation, perhaps even more

problems exist for clinical trials in Europe, especially for

investigator-initiated or non-commercial clinical trials.3–7

However, it would require a separate paper to discuss all of

them.

2. Observational research: first exploration

2.1. Observational research: a definition

The term observational research will be used here to mean

– the research that in principle could be performed without

the active participation of the person whose data or tissue

are being used for this research,

– without deviating from the standard of care for such a per-

son and

– will not have any direct consequences for the person

concerned.

All the three elements are important. The first means that

no active action, like filling in a questionnaire or allowing a

skin biopsy, is needed from the person concerned to make

the data or tissue available for research. The data and tissue

are there already. It does not mean that regulations will never

require the consent of the person concerned. It simply means

that without such regulations, the data or tissue could be

used without actively involving the person concerned. The

second element means that these data and tissue have to

be acquired in the context of appropriate care – if they stem
from the healthcare system – and not, in the example given,

by taking an extra biopsy for research without saying so.

Although this may seem obvious to almost every researcher

and clinician, a definition should also be clear for those who

believe in bad intentions. And the famous Moore case has

showed that such ill-intent exceptionally does occur. Moore

was called back to the clinic several times for additional biop-

sies and data under the pretext of clinical care although it

was, in fact, for research purposes.8 The third element is

somewhat more complicated as ‘no direct consequences’

can be the matter of interpretation. Here it is meant that this

research will not lead to decisions about or proposals directed

towards the particular persons whose data or tissue have

been used in this research. If performing the research leads

to a change in the clinical management of the persons con-

cerned it is not (purely) observational anymore. If it is meant

to achieve results for the clinical management of all persons

in a similar condition, by generalisation of the results

achieved in the research, it is observational. This distinction

between generalised results which apply to everyone with

the same conditions and results which are specific to the do-

nors concerned, is sometimes easily overlooked. No direct

consequences means of course as well that no breaches of

privacy take place where the information can be used against

the persons concerned. Though this may also be seen as a

condition to performing such research.

Observational research can be regarded as being the oppo-

site of clinical research. In that case the research will mean

that in the interests of research the clinical management of

the patient concerned will be changed from the professional

standard that is usually applied by the treating doctor. Clini-

cal trials are the most obvious example. Some research can

have elements of both such as when incidental findings of

observational research are fed back to the patient’s clinician.

The standard of care would not have led to such analyses of

tissue and hence without the observational research there

would not even have been the possibility of such feed-back.

Or, observational research may follow from clinical research,

such as the use of tissue taken for research purposes for fur-

ther analyses which were not originally foreseen. In some in-

stances the clinical aspect, like taking a blood-sample, is

completely subordinate to the observational aspect, as in

the UK biobank project.9 Each of these more or less ‘clinical’

aspects should be merited on its own distinguishing features.

The distinction between observational research and clini-

cal research matters for regulatory and ethical reasons. It

has been argued that ‘if we insist that all medical practice re-

quires informed consent the entire field of. . .all retrospective

research will have to close down’.10 All the retrospective re-

search – if done correctly – is observational, but prospective

research with data and tissue can be observational as

well. There is sufficient evidence that ‘informed consent’ for



a The problem with such surveys of preferences is that the
question posed will already bias the answer. Hence, this ‘empir-
ical normative research’ will be largely ignored in the remainder
of this paper.
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observational research often leads to bias especially for less

privileged groups.11–14 Both arguments might also be used

against informed consent with clinical research. However,

the ethics are different and so are the regulatory aspects.

The main difference relevant in this context is that observa-

tional research by itself does not lead to a change in the clin-

ical management of the patient as seen fit for this patient by

the treating doctor, whereas clinical research does. Clinical

research carries burdens and risks for the person concerned

which are absent in the case of observational research. A

more extensive argumentation will be given in the remainder

of this paper. To mark the difference between clinical and

observational research, whose data and tissue are being used

for observational research will be described as donors15 and

not as research subjects or participants as is usual for clinical

research.

2.2. Observational research is all about data

All medical research results in data to be analysed for possible

correlations of cause and effect and its consequences for

treatment or preventive measures. Even when, as in clinical

trials, the correlations seem at first sight rather straightfor-

ward, pharmacogenetics may enter the picture.16 Transla-

tional research using tissue for biomarkers as surrogate or

additional end-points of a study is about data derived from

analysing the tissue. Tissue analysis outside the context of a

clinical study is about data as well: from the tissue, from

exposure (whether environmental, lifestyle or iatrogenic)

and from fenotype and other consequences for the donor.

And of course still there are the classical epidemiological

studies about exposure and consequences without the infer-

ence of data derived from tissue-analyses. So, it is all about

data and nowadays large multinational databases are needed

for the more nuanced correlations researchers hope to find.

Research with these databases is usually observational re-

search. Even if at the start, data or tissues are gathered for a

specific project with the participation of the persons con-

cerned, as in a panel-cohort study, when merging data in a lar-

ger (European) database and opening this for additional

questions and queries, the research will become observational.

2.3. Threat or chance?

For researchers data, in contrast to almost all tissue, have the

great advantage that they can be copied, transmitted, merged

and analysed without any major difficulties. Data used for

one purpose can in principle be used for another purpose if

sufficiently common definitions have been used. For the do-

nors this proliferation of data may pose a threat to their pri-

vacy. In a more far reaching view, their autonomy to decide

about possible observational use of data is at stake, even if

these data do not relate to them personally anymore. The fact

that these data can be genetic and can be derived from resid-

ual tissue has sharpened this view.

The EC has issued a Data Protection Directive,17 which has

not resulted in harmonisation regarding the use of data for

medical research.3 The balance between privacy and auton-

omy on the one hand and the interests of other patients or

the public at large to profit from the results of observational
research on the other hand has been, and remains, a topic

which divides many lawyers and medical scientists, and

influences the interpretation of the Directive both on the na-

tional18 and on the European level. To put it bluntly: as against

remarks from lawyers who see the possibilities of using ‘per-

sonal data’ for observational research without full consent as

infringements of privacy which should as much as possible be

curtailed,19,20 medical scientists see the present hindrances of

observational research as an abortion of possibilities to pre-

vent disease or offer adequate cure once it has occurred.21–24

When data are used for observational research, people in gen-

eral, and patients in particular, seem more inclined to the sci-

entists’ view than to that of the lawyers who claim to protect

them and seem ready to waive consent.25 However, when

residual tissue is being used for research, people seem to pre-

fer consent or authorisation, though this preference is to-

wards much more general and broad consent than some

lawyers or regulators have suggested.26–28a

2.4. Ethical point of reference

The brief discussion in the previous section raises difficult

ethical, regulatory and practical questions for observational

research. Discussing the ethics of observational research in

full would by far exceed the scope of this paper. The remain-

der of this paper will be dedicated to the regulatory and prac-

tical issues on the European level. However, regulations

contain phrases which are ambiguous or leave a margin of

discretion to be translated into actual practices of compliance

and control, ranging from giving guidance as a regulator in a

governmental agency at the central level or reviewing a proto-

col in an ethics committee at the institutional level. These

interpretations will be influenced by the conceptions of the

ethics of observational research that applies to a certain ex-

tent to the solutions proposed in this paper as well. Hence a

brief clarification.

In this paper, the ethical aspects of observational research

are seen from the angle of a just society where data and tissue

can be used for observational research, if certain safeguards

are met, as a form of solidarity and citizenship.29–31 This

suggestion can be linked to newer trends in ethics towards

reciprocity, mutuality, solidarity and citizenry described else-

where.32 Such an approach is broader than regarding donation

for observational research as an act of ‘beneficence’. Medical

ethicists seem to have certain problems with finding a moral

basis for beneficence,33,34 though it could very well be argued

that even in the more restrictive views of this concept the bal-

ance between doing well and the individual sacrifice for such

an act would lean in favour of ‘beneficence’ as there is no indi-

vidual risk or sacrifice with observational research as defined

here. Both aspects, no risk and no sacrifice, need a brief discus-

sion. Regarding the risk, sometimes the concept of possible

‘group harm’ or ‘group privacy’35–37 is invoked against observa-

tional research. However, for disease-driven observational

research this concept seems more of an invention by ethicists



Fig. 1 – Dataflow in a European studies.
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and lawyers than something felt by patients. It cannot be seen

in publications as to how patient groups look at observational

research. If anything they want to become real stakeholders

in more observational research,8,38,39 which is altogether dif-

ferent from protection against such research. Patients have be-

come, in Rose’s 39 terms, ‘biosocial citizens’. People add

biosocial knowledge to their life plans and look at their next

of kin, their friends and peers to see whether this applies to

them and how to cope with this knowledge, sometimes form-

ing new alliances and forms of solidarity and knowledge. Even

when the monogenetic causes for disease are concerned, the

results of research are usually not seen as possible threats to

their ‘group privacy’ but as new pathways for coping with their

condition.39

The sacrifice could be seen as a sacrifice of the autonomy

of the donors. That is the position of some lawyers and ethi-

cists19,20,40,41 and in many international recommendations on

the ethics of observational research, where the issue is seen

as a balance of individual rights and the possible necessity

to ‘transgress’ these in the interests of society. Though this

may lead to the same outcomes, it is a different and usually

more restrictive approach.3

This approach presupposes that autonomy extends to

decisions which do not have any direct consequences for

the person concerned, hence the decisions which are not

about someone’s lifeplan anymore but could affect others.

It would by far exceed the length of this section to discuss

that position. It should be sufficient to say that in a demo-

cratic society such decisions are usually made on the polit-

ical, aggregate level within the context of a discussion, to

which all can contribute and all have a vote, of what consti-

tutes a just society. The European healthcare systems are

solidarity-based: the healthy contribute part of their income

to the sick, the younger to the older, etc. It is difficult to see

why it may not be expected that someone should contribute

to observational research which does not effect the personal

lifeplan of the donor but from which other patients will

profit on the longer run. Basing the ethical rationale for

contributing to observational research on solidarity and cit-

izenship, as these are embedded in the solidarity-based

European healthcare systems already, will also help to avoid

ending up in a conflict-ridden debate about ownership of

tissue as is the case in the US.42 It has been shown else-

where that ‘ownership of tissue to patients’ leads to a ‘trag-

edy of the anti-commons’.43,8 Viewing the healthcare system

as ‘commons’ will be more appropriate to Europe than to

the US.

3. Using data (and tissue) for observational
research in European research projects

3.1. A ‘multi-level’ approach

The basics of European projects are, with hardly any excep-

tion, characterised by the following approach:

(a) Data and/or tissue are collected on the national level by

the participating institutions (hereinafter PIs).

(b) Data from donors at the PI or about tissue at the PI are

transferred to a European database on the project (B).
(c) In this database, data are merged and can be used for

research with a much higher statistical power (C).

Though C depends on B, B and C should be analytically

distinguished, as will be shown later in this paper.Th-

ese are the very basics. See Fig. 1 (with two-way coding).

Especially when tissue is involved, the following varia-

tions can be seen:

(d) Database B is not used as in C. Data about the available

tissue at the PI are transferred from B to a database D,

which is accessible to researchers under certain condi-

tions. The researcher will see what tissue is available

and through the guardian of database B can contact,

again under certain conditions, the PI to gain access

to the tissue to perform research on it. It will depend

on the degree of ‘centralisation’ of the project what

the conditions are to get access to collections from

the PI. This situation can be referred to as a ‘virtual tis-

suebank’ (see Fig. 2).

(e) The tissue is analysed for research purposes at a labo-

ratory other than the PIs. Data from this laboratory

are sent to database B, usually to be merged with data

about clinical outcomes from the PI which has sent

the tissue to the laboratory, as with data from other PIs.

(f) There is a central European tissuebank for the project.

3.2. A brief remark about the first level and a caveat for
European projects

How data or tissue can be made available for research at the PI

will not be discussed here. That will depend on the national



Fig. 2 – Dataflow for a virtual tissuebank.
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legislation. The starting point here is that it has become

available for research according to this national legislation.

The following discussion is concentrated on how this material

can then be used for steps leading to B, etc. But one caveat

should be made in this context. Often one sees in an European

project a ‘uniform informed consent’ model being used. How-

ever, national legislations differ. Some countries are more

strict about observational research than others.3,19 ‘Uniform

informed consent’ means in practice the consent system of

the country with the strictest regime. It can mean the loss of

material from other countries, especially if this uniform model

would be difficult to implement in their system. Here, it is sub-

mitted that it is best not to focus on uniform consent forms. It

should be the responsibility of the PI that data or tissue be-

come available according to legal and ethical standards appli-

cable there. Admittedly this might be less convincing when

explaining the ethics in a FP proposal than referring to the

‘highest ethical standards’ or international guidelines, recom-

mendations and the like which sometimes set stricter stan-

dards for observational research than national legislations.
Elsewhere, it has been suggested that democratic national leg-

islation should count in European projects.3

Another reason for using uniform informed consent

according to the ‘highest standard’ can be the fear that other-

wise data or tissue cannot be exchanged between countries

with different regimes. However, that fear is not correct as

will be shown below.

3.3. PET and the set-up of the project

For the procedures mentioned in Section 3.1, two types of

safeguards have to be met:

– The conditions under which data or tissues are available for

research at the PI should follow the further logistics of data

or tissue to B and the other steps in the chain of events.

– Adequate privacy protection for the donors starting at level

B, hence already in the transfer of data from the PI to B.

Both safeguards are pretty self-evident. It will require the

necessary procedural and technical measures to achieve

them. These measures are usually referred to as ‘privacy

enhancing technologies’ (PET).

When sending data to B, PET should always be used that

make the data of the donors anonymised on that level. How-

ever, although fully anonymous data may provide useful sta-

tistics, it does not usually provide good research. In most

studies, one wants to add new data about the donor from

the PI or use the data from various sources at C.44,45 Donor

x should be uniquely distinguished for that purpose. Addi-

tional data should not be added to x2. This is done through

a coding mechanism where the personal identifiers of the do-

nor are replaced by an unique code number. At the level C or

D, usually the data are also anonymised for the PI. The code to

the PI is then held at B, though usually entered at the PI al-

ready together with a code number of the donor.

Anonymisation does not always lead to anonymous data

in the sense of the Data Protection Directive. Whether data

(and tissue) can be considered anonymous is extremely

important for the set-up of the project. Anonymous data

can always be used for research. The Data Protection Direc-

tive does not protect the more far reaching view of privacy

mentioned, namely that one should be able to decide about

what is being done with ‘your’ data even if there they have

been made anonymous.

If data are not anonymous, they are personal data according

to the Data Protection Directive. This has two consequences:

– In principle, consent is needed to use personal data for

research. The Directive allows for exemptions on this prin-

ciple. As already mentioned these have been implemented

very differently throughout Europe. PET can be used in

some countries to waive consent – though under very dif-

ferent conditions – but not in all.

– The controller–processor distinction will apply to the data-

chain from the PI onwards.

– Here, the criteria for considering coded data as anonymous

data in the sense of the Directive will first be discussed.

After that a discussion will follow about the consequences

for the data-chain if they are not.
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4. Coded anonymous data

4.1. Personal data versus anonymous data in general

According to the Data Protection Directive (art. 2.b),

personal data are ‘any information relating to an identified

or identifiable natural person (‘data subject’)’. An identifiable

person is someone who can be identified, directly or indirectly

by – in short – certain characteristics relating to that person.

Recital 26 of the Directive gives a description of what deter-

mines whether a person can be identified: ‘account should

be given of all means likely to be used to identify the said

person’.

‘Likely to be used’ refers to a contextual approach and a

certain reasonableness test. Data which cannot be consid-

ered identifiable by one holder of the data, like a researcher,

could be considered identifiable by another, like the police.

However, as shown elsewhere, researchers are presumed

by some Data Protection Authorities (DPA) using policing

methods to re-identify,3 even though researchers are not

interested in persons as such but are interested in patterns

of persons. This tendency towards a broad interpretation

of the concept of personal data is defended in an Opinion of

the so-called art. 29 Working Party on the concept of per-

sonal data.46 This ‘working party’ has been established

according to art. 29 of the Data Protection Directive and is

composed of the members of the national DPA. It is argued

that the broad interpretation is necessary to supervise the

use of data. Anonymous data are ‘free’ and hence would

escape the supervision of DPA. The Opinion argues that

the Directive provides sufficient flexibility for less stringent

regimes when processing data for research which have only

a very remote chance of being re-identified, but must still be

considered to be personal data because of this broad

interpretation.

4.2. Terminology of coding

Coding means replacing the identifiers of the donor by a code

number (CN). For the following discussion, we presume that

insufficient indirect identifiers are then left to make the donor

indirectly identifiable by those indirect identifiers.

Coding can be done ‘one way’ or ‘two way’. With one-way

coding it is always possible to translate the identifiers (ID) of

the donor into the CN, but not the other way around. It is

not possible to go back from the CN to the ID. With two-way

coding the latter is possible. There are two ‘keys’ in that

case. A key to translate the ID into the CN and a key to trans-

late the CN back into the ID. See the list of abbreviations given

below:

B the database where data for the research project,

usually only from the PI, are sent to

C using the B for research questions

D a database which is accessible under certain condi-

tions to other parties than the PI and which shows

which RD or tissue is available for research

ID characteristics of the donor which make his or her

unique identification directly possible, like full

name, full birthdate, gender and address
CN code-number which stands for the unique ID of

the donor, but cannot reasonably be translated

back to this ID by someone who is using this

code-number, except in the case of two-way cod-

ing for the party who holds the key to this re-iden-

tification

MTA Materials Transfer Agreement, the contract under

which one researcher or research organisation is

allowed to use tissue sent by another organisation.

PET privacy enhancing technologies

PI the research organisation which is participating

from the start of the European research project, usu-

ally as a ‘contractor’ in the sense of FP programs.

RD the data which are necessary to answer the research

questions

TTP Trusted Third Party

x a particular donor

Together with the CN research data (RD) are transferred to

B. RD such as disease, date of birth, gender and environmen-

tal circumstances (where one lived, worked, etc.) can be indi-

rectly identified as well. As already stated, it is assumed here

that the aggregation level of these RD data is sufficiently high

to make indirect identification impossible. Especially if one

has an unique ID of the donor by a CN, it is possible to replace

data which can function as identifying data and are necessary

as RD by data on a higher level of abstraction, like year classi-

fication instead of full birth date.

Coding is always done at a point before the step where the

coded data are used. For example, at the PI when data are

transferred to B or at B before the use at C and so on.

‘Double coding’ should be distinguished from one-way or

two-way coding. Double coding means that CN-1 is replaced

by a CN-2 as an extra level of protection,47 an additional

PET. For example, when data are transferred from B to D,

a new key might be employed. X’s ID is then double

coded. Additional aggregation of the RD might be employed

here as well, namely to just those which are needed for

queries in the more generally accessible database. This

can be seen as an application of the ‘minimal data use’

principle which should guide PET. No more data should be

used than are necessary for the methodology of the re-

search project.

Single or double coding does not raise a principled discus-

sion whether CN+RD are personal data or anonymous data.

It can be a matter of practical assessment whether the CN

(or the mechanism behind it) is sufficiently secure not to

allow for translation back to the ID or whether the aggrega-

tion level of the RD is sufficient not to allow for indirect

identification.

One-way or two-way coding does raise this principled dis-

cussion. With one-way coding data it will become anonymous

at the next step, given that the conditions just mentioned are

fulfilled. With two-way coding it is, in principle, possible to go

back to the ID. Though not by the receiver of the CN+RD but

by the sender, like the PI. Some data protection authorities

(DPA) hold the view that if coded data can in principle be

re-linked to the ID, even if not by the receiver of the CN+RD,

they are always personal data. However, that view is not cor-

rect as will be shown below.
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4.3. Two-way coding can be anonymous

In many projects one-way coding will be sufficient. One-way

coding allows for additional batches of data to be sent from

the PI to the B, where the additional RD will be added to each

x to which they belong. Or that data from various sources, like

hospitals and death registries can be merged at B, which, by

using the same key to translate the ID into the CN, will end

up at each x to which these data belong.

Sometimes this procedure will not be sufficient. At B only

minimal RD are assembled and for certain projects one wants

additional data about certain x’s of the PI. Or in the B–D con-

struction the external researcher who is allowed to contact

the PI, needs certain tissue. That usually can only be achieved

if the PI can re-identify the donor. In these cases one will

need two-way coding by the PI. Unless the PI would already

have more one-way coded RD than are sent to B or there

would be a separate tissuebank at the PI where the tissue is

stored under a one-way coded CN. These situations are

exceptional.

For the following two things have to be borne in mind.

They are probably obvious to researchers, but, as it seems,

sometimes not for DPA.

– Whether data are identifiable or not, the reference point is

the holder of these data. So can that holder identify x? The

aforementioned Opinion explicitly acknowledges this. So,

irrespective of these being at some level in the data-chain

they are identifiable. They are always identifiable at the

start, otherwise the PI could not translate the ID into the

CN.

– Uniquely distinguishing persons at the level of the holder

of the data, as is necessary for research, does not mean

identifying them. To group RD under x at B and not attach

them to x – 2 can be done without knowing who x is. As it

has already been said, researchers are interested in pat-

terns, not persons. The Opinion (p. 16) is less clear about

this when it states that when ‘scattered pieces of informa-

tion’ are linked to one person, this means identification.

That does not always need to be the case. It can also be

a unique linking which can be achieved by PET using a

CN without identification at the level of the holder of

the data.

From the above it follows that if at some level in the data-

chain identification is possible, this does not mean that the

data are identifiable, hence personal data, at other levels.

That all depends.

There is no principled difference between the following

situations:

– The PI sends at point t RD of x’s under their CN to B, and at

point t + 1 additional data about x’s under their CN. Addi-

tional RD are added to the existing RD under each x to

which they refer to. One-way coding is used.

– The PI sends at point t RD of x’s under their CN to B. At

point t + 1 additional data are needed at B, perhaps which

had not been foreseen in the original dataset. The PI uses

two-way coding to retrieve these additional RD and sends

them under the CN to B.
The DPA which hold that two-way coded data are always

personal data face a logical problem here.

However, it not only matters at what level the RD are re-

identifiable, but also matters what use is made of them and

the individual consequences for the donor. In the above

examples, the RD were used to find patterns, scientific knowl-

edge, hence generalisable hypotheses about all persons who

hold certain characteristics for which the x’s of the research

have served as mere examples.

If knowledge would be acquired specific to one x or more

x’s and fed back to the PI to be added to the medical file of x

using two-way coding, the situation is obviously different.

That is not just observational research anymore. In that case

it should be acknowledged that the data-chain is meant to ac-

quire personal information about the donors. Though some

levels will use anonymised RD, they cannot be considered to

be anonymous data.

Whether such individual feed-back is possible will very

much depend on the nature and set-up of the research. For

nearly all European projects using only data such individual

feed-back is scientifically not possible. One will find patterns,

but nothing specific about the donors. Hence, two-way coding

at the PI will still generate anonymous data. For projects which

use tissue alongside data, one could in theory find something

specific to the donor, and hence the individual feed-back could

sometimes be possible. In the section on tissue it will be ar-

gued that individual feed-back should usually be ruled out in

the set-up of the project. In those cases, two-way coded tissue

can still be considered to be anonymous tissue.
4.4. It is not only about logic but about accountability
and trust as well

Some DPA might not be convinced by the fact that one-way or

two-way coding is not logically different if individual feed-

back is not possible. Additional arguments are used, as also

can be seen in the Opinion of the art. 29 Working Party. They

come down to the fear that two-way coding can be more eas-

ily ‘cracked’ by researchers at B, either by using hacking tech-

niques or just a phone call from the researcher to the PI to be

informed which person is behind a certain CN.

This challenge is harder to meet. It is not about logic and

understanding the data-chain anymore but about (dis)trust.

Regulatory authorities are built around distrust and lawyers

thrive on it. However, one can also exaggerate. A basis of trust

is necessary for economic prosperity48 and as it seems for most

other social values as well. A reasonable level of trust is even

necessary for society to remain democratic. From a regulatory

perspective a continuum of supervision exists to preclude

breaches of the law. At one end of the continuum, expressing

more distrust, one may see the arrangement where all the pos-

sibilities of breaches which very hypothetically might happen

are eliminated by detailed standards set by the regulator and in

order to act one needs the authorisation of this regulator. At

the other end, expressing probably the most trust, there is no

regulator at all but a free market and criminal and tort law as

corrective mechanisms. The latter has been the basic principle

of the ‘law and economics’ school in the US. It has severe lim-

itations49 and is certainly not the general principle put forward
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here. However, placing everyone at the first end of the contin-

uum would completely stall all economic and societal activi-

ties, stifle creativity and so on. There are middle positions

such as relying on administrative and technical procedures

from organisations to prevent possible breaches by that orga-

nisation and their staff. The organisation needs to make these

procedures transparent. In the regulatory continuum adher-

ence to these procedures can be organised in various ways,

from regular inspections to self reporting and anything in be-

tween. Where on the continuum a certain activity should be

situated will most of all depend on the ‘risk’ of that activity.

Risk can be seen as the sum of the harm done and the chance

that this harm will occur. Harm done by breaches of confiden-

tiality of RD could be great, though – as it seems – less great,

more incidental, than harm done by neglect in safety precau-

tions in the food chain or disclosing personal identifiers for

internet banking. The chances that such harm by observa-

tional research will occur are extremely remote. In spite of

the rather massive flow of RD throughout Europe no breaches

of confidentiality have ever been reported. Researchers, apart

from lacking any personal interest to retrieve the ID of a cer-

tain x in the large database B of x’s with CN+RD, are very well

aware that the future of research in general and their career

in particular depends on adhering to high standards of confi-

dentiality. Hence, it is submitted that researchers and their

institutions merit – in principle – a form of trust in the middle

of the continuum and should not be regarded in the same way

as companies who gather data for marketing purposes are,

let alone as potential criminals.50

This contextual approach is not contrary to the Data Protec-

tion Directive. It even follows from Recital 26. Nevertheless, it

is admitted that ‘stupid trust’10 will not be sufficient. The pro-

ject should have transparent and accountable procedures

about how it will uphold confidentiality. Next to the ‘minimal

data use’ principle the ‘minimal data access’ principle will

have to be employed to RD with a two-way coded CN, etc.

‘Intelligent audits’ as described by O’Neill10 might be a compli-

mentary safeguard. Under certain circumstances, the key to

the CN could be held by a trusted third party (TTP). The TTP

construction may have certain advantages for large databases

where data are supplied from various PI. The TTP can then also

provide the technical tools for coding and decoding under spe-

cific circumstances agreed beforehand in the protocol. How-

ever, the private companies which offer such tools are very

expensive and the advantages of the TTP have to be weighed

against the disadvantages, especially these additional costs.

Mere lack of trust in confidentiality standards by researchers

should be an insufficient reason for employing a TTP.

If safeguards mentioned are set in place, coded-anonymous

data should be regarded, under the conditions described ear-

lier, as anonymous data in the sense of the Directive.

The DPA will not be empty handed when data can be con-

sidered anonymous by these standards. It has a role in decid-

ing whether they will be anonymous. That discretionary

power must be used in a reasonable way, and, as has been dis-

cussed, based on a reasonable level of trust which, as past

experiences show, is merited by researchers.

The DPA might also demand a role in reviewing the

accountability of the research-organisations that the data

have remained anonymous by these standards. The latter is
indeed a modification of the system of the Directive. One data

are declared ‘anonymous’, they are free to be used in what-

ever way. Hence, the tendency for a very high threshold be-

fore they are declared anonymous.

However, the ‘flexibility’ mentioned by the Opinion re-

ferred to, for using data for research which are anonymised

but still personal data according to this high threshold, does

not exist in many countries. Though this flexibility is embed-

ded in the Directive, some countries have not chosen for a

lighter regime for such data.3,47 In others, that possible flexi-

bility gives rise to much discussion.18,51 In the Netherlands, in

order to use such data for research the researcher has to meet

many conditions. Bias is not a reason to waive consent; diffi-

culties reaching all donors can be a reason. In that case, the

researcher has to show that the patient has had a realistic

opportunity to opt-out.3,52 In the Dutch healthcare system,

hospitals are autonomous on this point and due to sheer lack

of interest many have not implemented this opt-out system.

The next problem is that if they are still personal data the

controller–processor system must be applied to the data-

chain. This may help for some aspects of dataflow through

Europe, but it gives complications for others, especially in

the context of observational research as will be shown below.

Hence, the pressing need to consider them anonymous if

observational research is to continue. It will lessen the bias

problem attached to consent procedures and will allow room

for further observational research in Europe. On this special

issue it has been suggested that the Data Protection Directive

should be amended to enable population-based cancer regis-

tries.53 This suggestion would then apply to registries of

other diseases as well. Amending the Directive would be a

lengthy and complicated process. It seems more fruitful to

focus on a reasonable interpretation of the Directive as pro-

posed here.

5. When the data are still personal data

5.1. Controller–processor distinction

Controller means ‘the natural or legal person, public author-

ity, agency or any other body which alone or jointly with oth-

ers determines the purposes and means of the processing

personal data’. ‘Processor’ means ‘the natural or legal person,

public authority, agency or any other body which processes

personal data on behalf on the controller (without being sub-

ject to the direct authority of the controller)’. There is always

a controller of personal data; there is not always a processor.

The legislation of the country where the controller is based

will be applicable when data are sent to a processor in an-

other country. The controller–processor construction requires

a written agreement between the two laying down the condi-

tions under which the processor may process the personal

data transmitted by the controller.

Using the controller–processor construction can help to

solve two sorts of problems:

– As the legislation of the country of the PI will apply, com-

plications that the country where B is based has another

regime for using personal data for medical research will

be avoided.
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– The processor is not seen as a third party. Data processed

by a processor are seen as data still under the responsibil-

ity of the controller.

– Hence, when data are sent by the PI to B acting as a proces-

sor, this will not be influenced by the conditions for which

data may used for research at the PI. B can, within the

terms of the contract, use these data as if it were the PI.

5.2. Problems with this construction when merging
at level C

Within the controller–processor construction data at B will

come from several PI. Each PI will be the controller for the

set of data which it has transferred. As shown in Fig. 1, one

could see this as columns of datasets next to each other. To

complicate matters a little, for some of the columns the data

will not be considered personal data, depending on the na-

tional legislation of the PI. The plan is of course that they will

not remain separate columns but that they will be merged for

the research, level C of Section 3.1.

In that case several new sets of RD will be created, depend-

ing on the research question. Depending on the circumstances

– such as whether or not double one-way coding is employed

to achieve these sets – they can still be considered personal

data. If they are, at least to the background legislation of some

of the PI, the question is who is the controller of these new

datasets. Either the PI which contributed the data or the

holder of B. In the latter case, the constituting data have been

transferred to a third party after all. This must be allowed

according to the background legislation of the PI. Hence, the

conditions for using the data change. The holder will become

the controller and the legislation of the country where it is

based will apply to these datasets and subsequent steps.

If fully anonymous by all accounts cannot be achieved at

level C, the best solution seems to be that the total of contrib-

uting PI remains the controllers. This must be reflected in the

agreements which constitute B.

5.3. The set-up will allow the personal data to be
transferred to a third party for research

The complications discussed in the previous section can be

avoided if the RD+CN can be transferred to a third party for

research. For studies using retrospective data that will depend

on the national legislation of the PI and prospective European

studies, this transfer could be embedded in the way the data

are acquired. It has been argued not to focus too much on a

‘uniform consent form’ in this respect. Guidance could be gi-

ven though. In this respect, it is worth noting that ‘informed

consent’ is a phrase derived from medical care and clinical re-

search but which is not used in the Data Protection Directive.

If consent is needed in this context, ‘explicit consent’ suffices.

That is a different concept, having a lower threshold for the

information to be given.

6. Tissue

The use of tissue for research has not been regulated on the

EU level. Regimes differ in various countries. Elsewhere, it is

argued that a simple rule could be applicable for the exchange
of tissue between countries with differing regimes.3 That is

that the legislation or deontological rules of the country of

origin apply. One will see the resemblance with the control-

ler–processor construction where the legislation of the coun-

try of origin is applicable as well. The problems with data

discussed in Section 5.2 do not exist with tissue as tissue is

not merged in the same way as data are. The results of the

analyses of tissue are merged, but each sample remains a

separate entity.

The materials transfer agreement (MTA), or the research

contract in which this MTA is imbedded, usually carries many

elements which one also sees in a controller–processor agree-

ment. By analogy, the controller–processor construction can

also be useful where countries have put restrictions on the

export of tissue to protect their research infrastructure, some-

times under the guise of protecting their subjects. These

restrictions are incompatible with the free trade principles

within the EU, but it might be better to be pragmatic about

it instead of challenging them in court. The controller–proces-

sor principle provides such a pragmatic solution.

The principle is applied by analogy for two reasons. It de-

rived from the Data Protection Directive, and we have tissue

here. But tissue is data as well. The more important second

reason is that the tissue and accompanying data will usually

be anonymous at the receiver, following from the analysis in

Section 4.

The latter seems at first glance at odds with the Council of

Europe (CoE) Recommendations on the use of human tissue

for research.54 Contrary to the EU, the CoE is competent to

address ethics as such. In these Recommendations ‘coded-

anonymised tissue’ has a special status with a special consent

regime, in brief requiring a kind of multi-choice consent if

the tissue is to be used for a broad range of research purposes.

This regime is more strict than some countries where broad

consent or even opt-out would be sufficient, and less strict than

others, which require specific consent for each use of such

tissue.3

The misconception in the discussion on linked-anony-

mised or two-way coded tissue is the idea that results in the

tissue analyses of each individual sample will be fed back to

the patient’s file or at least to the sender of the tissue. There

is considerable confusion about a possible obligation of indi-

vidual feed-back to donors as proposed by some ethicists

and lawyers. The present international guidelines do not seem

to require this55 or, like many authors on the subject, are

ambiguous about what exactly is required and what kind of re-

sults we are talking about.56 Individual feed-back could only

make sense for the following types of results of research:

(a) General results which may have immediate clinical rele-

vance for a group of donors or allow prediction of suscep-

tibility to disease and methods for the prevention for a

group of donors (sharing the characteristics found).

Results will be fed-back to the treating physicians of

those donors with these characteristics.

(b) Incidental findings when reviewing the tissue of a specific

donor, which could have been found earlier with the

existing techniques and state of the science but were

missed then and which might have immediate clinical

relevance for the donor concerned.
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However, most large scale tissuebank projects have ruled

out the individual feed-back of type a or type b results for good

reason. One of those reasons for type a and b results is that the

methods for analysing the tissue are usually aimed at finding

statistical correlations and are too crude, not made under GLP

conditions, to provide for individual predictions. Another rea-

son for type a results is that those results are usually ambigu-

ous and require further discussion and research about their

clinical relevance.55–57 Even if clinical relevance is clear, the

added ‘QUALY’ (quality adjusted life years) or other side-as-

pects when offering this as a standard treatment or diagnostic

test in health care might still be unclear and will need further

debate. The most important reason against the feed-back of

type a results is not found in the literature. That is, in the rare

case a marker or any other research result would be found

with direct clinical relevance and the balance would be posi-

tive on those ‘QUALY’ and other aspects, this result would

have relevance to all patients having the correlation found,

not just the donors. It should then be incorporated in clinical

care for all those patients. It would be un-ethical to offer the

new test only to those who donated the tissue (following from

the first reason that an individual test would have to be per-

formed anyhow). There are more arguments for non-individ-

ual feed-back (both for type a and b) such as simple logistics

in large scale projects or the time-frame between the donation

of the tissue and the results of research on it.

It has been suggested that reporting back incidental find-

ings would re-establish the researcher–patient compact.58

However, research on tissue would then become screening,

without applying the WHO criteria for such screening59 and

the careful conditions of invitation the target group, informed

consent, counselling for those found positive and quality con-

trol, which should justify such programmes.60 In cancer re-

search only a few cancers warrant screening.53 Those

genetic defects which warrant screening will be incorporated

in neonatal screening, again based on weighing the pros and

cons of such screening and embedded in a careful follow-up

programme for those who have been found positive.60 It

would be both medically and ethically wrong to use observa-

tional research with large databases for individual screening

on diseases. Again this argument cannot be found in the

existing literature or international (ethical) guidelines and

recommendations which seem to overlook well established

principles of public health when discussing the newer topic

of tissuebanking.

Neither is research on (residual) tissue meant for the indi-

vidual review of earlier clinical diagnostics. That was not the

condition under which tissue was made available for research

by the PI. Furthermore, it is hard to see how the donor would

have a right to such a review which would not have happened

if there had not been this specific research project. One could

conceive of very hypothetical cases where an incidental find-

ing could prevent a life threatening event for the donor. In

that case there is an obligation to warn the treating physician

and, insofar as is possible, all codes should be broken for that

purpose. However, such a case is very hypothetical indeed.

Apart form all the other arguments mentioned before, the

time-frame between the clinical procedure by which the tis-

sue was taken and the moment of research means that such

an incidental finding will nearly always come too late for the
donor concerned. But if such a rare case would arise, where it

is not too late to avoid a life threatening event, this will be the

exception to the rule and should be treated as such.

Hence there are good reasons to construct a watershed be-

tween the clinical use of tissue and observational research on

it. With such a watershed, tissue will be used coded anony-

mised for research. Such use can be considered anonymous

under the conditions discussed in the previous paragraph.

This does not apply where there is a close link between pa-

tient and researcher who is also the patient’s treating doctor

or in some clinical trials.52 In that case, there is no such wa-

tershed and we do not have the kind of anonymisation or

large tissue-databases as is usually the case in European re-

search projects.

No individual feed-back will usually be the rule and if two-

way coding is only used as a research tool for requesting addi-

tional data, the tissue and accompanying data may consid-

ered to be anonymous at the level of the researcher. The

sufficient safeguards to demonstrate this, mentioned in Sec-

tion 4, apply here equally. If on the other hand, the safeguards

do not exclude individual feed-back, the tissue and data are

not anonymous. National legislation will then dictate which

form of consent would be needed.

7. Additional remarks on good research
governance

Good research governance, by analogy of ‘good corporate gov-

ernance’, is about achieving a fair and transparent balance

between the interests at stake. By research governance trans-

parency in research projects can be achieved: how and why

specific protocols have been selected, which stakeholders

have been involved, how previously mentioned safeguards

will work, are ‘conflict of interests’ policies in place, is data-

sharing under researchers other than the PI possible and un-

der what conditions,61 how the results of research are

disseminated, issues of intellectual property rights and how

it will be guaranteed that the fruits of research will indeed

benefit patients or the public at large in a solidarity-based

European healthcare system. In the context of this gover-

nance, researchers should seek patient groups as their natu-

ral allies and stakeholders in research and try to include

them in their European projects as has been the case already

in some instances on a national or international scale.38

Valuable principles for research governance can be found

in the UK Research Governance Framework for Health and So-

cial Care.62 However, the problems which this Framework has

apparently given rise to,63–65 are precisely an example of how

it should not be done. To the problems reported by UK

researchers can be added that the Framework cannot be ap-

plied outside the UK. Nevertheless, MTA from NHS trusts

seem to require so. Apparently, it takes a certain kind of wis-

dom to understand that not all the principles are rules, that

principles have to be balanced against other principles, that

they will land in a complex reality which may differ from

the virtual desk-top ideas about it and that professionals

may have their own story to tell66 about ‘transcendent val-

ues’67 embedded in their activities.

Research governance by analogy of corporate governance

should be bottom-up and not be confounded with top down68
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or ‘governmental governance’ as it is sometimes under-

stood.69 It should be applicable on an European scale, it

should issue principles instead of a fixed framework and

hence allow for sufficient flexibility in the diversity in na-

tional legislation and the specifics of a project, according to

the ‘comply or explain’ principle.

For European projects research governance is at its in-

fancy. It is there somehow, from the background of the PI

and the inherent professional obligations of researchers.

However, it has as yet not been sufficiently articulated for

European projects. Reliance on the contract with the EC and

additional agreements amongst the PI will not be sufficient

for good research governance as that encompasses much

more.

Developing principles for good research governance bot-

tom up, with patient groups as natural allies of researchers,

seems the way to go forward on the longer run. It may even

become a yardstick against which national or international

regulations can be measured. And without it, trust cannot

be merited on the long run.

8. Concluding remarks

In this paper, a reasonable interpretation of the Data Protec-

tion Directive has been proposed, based on a realistic assess-

ment of the risks of observational research and against the

background of an ethics of citizenship and solidarity. The

advantages of considering two-way coded data as anonymous

data are numerous and risks are absent when research is car-

ried out properly. Researchers have shown already that they

are able to meet the obligations of confidentiality. Further

transparency about the dataflow in (European) research pro-

jects and accountability for the PET used could additionally

help to convince DPA of this reasonable interpretation. Direct

contacts by researchers with the Working Party must be

established as well. The discussion of its Report on personal

data in this paper showed that at that European level misun-

derstandings exist about both the nature of observational re-

search and the flexibility of national legislation in making

such a research possible.

Until now it has proven difficult to draw attention at the

European level to the specific problems of observational re-

search.b The EMEA report4 on the discussion of the clinical tri-

als Directive was a refreshing read as for once problems with

an European Directive were mentioned directly and not cov-

ered under a thick layer of rhetoric about the highest level

of protection, achieving the Lisbon agenda, etc., as is usually

the case. Something similar should be achieved for observa-

tional research. This paper might be helpful in setting the

agenda for such a meeting. It has been proposed here that

the possible solutions are less complicated than with the clin-

ical trials Directive, a reasonable interpretation would be suf-
b In 2006, at the biannual epidemiological congress a special
workshop was held about the issues of European epidemiological
research projects. All regulators, including all national DPA were
invited; none came, except the invited speaker of the Italian DPA.
The workshop was fruitful nevertheless because of the contacts
amongst researchers established there. The paper on the prob-
lems in Estonia (nt. . .) was first discussed at this meeting.
ficient and the Directive does not need to be amended when

that interpretation is followed.

In the longer run researchers should establish principles of

good research governance for European projects, together

with the other stakeholders, most of all interested patient

groups. They have an interest as well that research continues,

without ‘paternalistic attitudes’30 of ethicists and regulators.

Such research governance could show that observational re-

search will indeed come to the benefit of the solidarity-based

European health care systems. Perhaps one of the ongoing FP

projects could take the lead, even if this has not as yet not

been identified as one of their ‘milestones’.
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